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Abstract-The network security and performance are the major 

factors to be considered for end user at usage level in a hybrid 

communication network. In terms of security and performance 

of network are studied in many cases but it requires being 

explored more based on the size of the network and the end 

user handling at lower layer of OSI model. There are 

voluminous steps taken to consider the issues such as Layer - 2 

Exploitation, the inability of a device to perform the required 

services at time due to redundant switch loops. This study 

evaluates the security issues and the performance issues 

together with the trial of VLAN (Virtual LAN) security 

perspective and STP (Spanning Tree Protocol) loop free 

performance aspect. The real time devices such as router, 

switches are used to carry out experiment and the network 

behavior observed using wireshark.  The different CLI outputs 

generated are evaluated the security and performance issues 

coherently using show commands. This project experiments 

security and performance issues together with help of VLAN 

and STP and suggests the best practice of VLAN and STP in 

typical hybrid network environment. 

 

Keywords:  STP, PVST, RPVST, Security, VLAN, Layer-2, 

wireshark 

 

I. INTRODUCTION 

 

In a communication network the security and performance 

aspects are the major factors to be considered for usage level. 

The network security and the performance are the major 

impact in organizational usage concern. This study carried out 

in many cases as basic security measures and performance 

evaluation but it requires being explored more based on the 

size of the network and the functional usage at lower layer of 

OSI model. There are voluminous steps taken to consider the 

issues such as Layer-2 Exploitation such as MAC Flooding 

Attack, ARP Attacks, Multicast Brute Force Attack and 

Random Frame Stress Attack [1]. These attacks meant for Data 

link Layer. It has to be prevented in a way the network is 

giving uninterruptible services to the users. The inability of a 

device to perform the required services at time due to 

redundant switch loops. This project is trying to give solution 

for the basic security issues and the performance issues 

together with the analysis of VLAN (Virtual LAN) security 

perspective and STP (Spanning Tree Protocol) loop free 

performance aspect.  

 
 

VLAN is a virtual LAN and it is a broadcast domain created by 

switches. Because switches can talk to each other, you need to 

configure VLAN when your network gets so large and has so 

much traffic. VLAN logically divide a switch into multiple, 

independent switches at Layer-2. They enhance network 

security by keeping sensitive devices on a separate VLAN. 

They increase the number of broadcast domains while 

decreasing the size of the broadcast domains to reduce 

overhead. There are VLAN protocols VTP(VLAN Trunking 

Protocols) and its parameters for instance VTP mode, VTP 

Domain, VTP password, Port security, BPDU guard, STP port 

fast and IEEE 802.1q tagging are as considered as security 

perspectives in this study and evaluated accordingly. The 

Spanning Tree Protocol (STP) is a network protocol that 

ensures a loop-free topology for any bridged Ethernet local 

area network. STP solves the performance issue in the network 

by allowing a network design to include standby links to 

provide automatic backup paths if an active link fails, without 

the danger of bridge loops, or the need for manual 

enabling/disabling of these backup links. This paper analyses 

types of STP in relations with PVST (Per VLAN Spanning 

Tree) and PVST+(Per VLAN Spanning Tree Plus) are 

considered for network performance in a switch based 

network. The BPDU(Bridge Protocol Data Unit) are monitored 

between and the data path. It is a message that is exchanged 

across the switches within an extended LAN that uses a 

spanning tree protocol topology. The figure-1 shows the 

topology used for the experiment.  

 

The following are the STP process occur  in the switched 

network are normally  a root bridge is elected and each switch 

uses the Spanning Tree Algorithm to determine the shortest 

path to the root bridge,  each switch takes into consideration of 

the port  speed against the bandwidth for which port to block 

and unblock;  path cost is calculated using port speeds against 
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bandwidth also, so if there are two paths to single destination, 

the path with the lowermost cost is selected, finally port roles 

are assigned based on the Spanning Tree Algorithm calculated 

path to use for converge into networks. The default IEEE port 

costs are 10Gbps = 2, 1Gbps = 4, 100Mbps = 19 and 10Mbps 

= 100. The lower the path cost leads the better /shorter the path 

to the destination [2]The following passage brings the 

fundamental concepts of Layer – 2 VLAN in terms of 

performance and security. It includes mainly the STP switch 

port states such as blocking, listening learning, forwarding and 

disable. There are commands used in the experiment to verify 

the spanning tree port states. And also the states indicate the 

performance at Layer -2 switch port status. It creates overall 

involvement in security as it blocks the unwanted traffic in the 

entry level as ingress filter. 

 

The STP blocking states are the state in which a port that 

would reason behind a switching loop, no user data is sent or 

received. Actually this port may go into forwarding mode if the 

other links in use were to fail and the spanning tree algorithm 

determines the port may transition to the forwarding state. 

BPDU data is still received in blocking state.The STP listening 

states make BPDUs and await possible new information that 

would cause it to return to the blocking state. It is as 

considered as inert state but it heed and does not populate the 

MAC address table and it does not forward frames.The STP 

learning states are the port that does not yet forward frames it 

does learn source addresses from frames received and adds 

them to the filtering the switch database. It does populate the 

MAC Address table.The STP forwarding states that are 

receiving and sending data through a switch port and monitors 

incoming BPDUs that would indicate it should return to the 

blocking state to prevent a loop. Finally the disable state 

indicates STP is not concerned as the port can be disabled at 

any stage of Layer – 2 transactions [3].The real time devices 

ensured the network security and performance in this study. 

Initially this study used cisco simulator packet tracer for the 

learning the objectives as shown in the figure -1 to carryout 

experiment with network behavior. Due to the limitation in the 

simulator this study has been experimented with real time 

devices The different CLI outputs generated are evaluated 

security purposes and for performance coherently using wire 

shark as a tool for observing and monitoring packet flow. This 

project assesses security and performance by implementing 

STP types PVST and PVST+ then suggests the best possible 

basic security features and STP types for the security enhanced   

Layer – 2 VLANs. 

A. Related work 

The network giant cisco has already progressed with layer – 2 

security issues in many aspects. They considered VLAN is one 

among the major thread involving security weakness such as 

VLAN related attacks explained in cisco documents and 

portraits the importance of those attacks [4]. Several works 

have studied VLAN design in enterprise networks [5]. 

Characterizes of VLAN usage in one operational network and 

exposes several degenerate designs. The feasibility of adopting 

a systematic approach is shown in the VLAN design of green 

field networks that are yet to be deployed[6]. Other works 

include the use of traffic data [7, 8] to expose degenerate 

design patterns, understand VLAN traffic patterns, and 

correlate cross-layer faults. By contrast, this work focuses on 

designing systematic algorithms for automating common 

VLAN operational tasks. Further, the experience of designing 

and implementing the VLAN configuration toolkit, and the 

insight from its initial deployment are also unique. QoS-aware 

Multiple Spanning Tree Mechanism over a Bridged LAN 

Environment, the significant use of use  the Multiple Spanning 

Tree protocols with regard to QoS, voice and video data 

comparison have studied. The Diffserv framework and propose 

a novel, simple and yet highly effective enhancement to the 

Multiple Spanning Tree protocol to achieve high degree of 

QoS by keeping in perspective the different characteristics of 

the various straffic types. The Multiple spanning tree protocol 

achieves only geographical load balancing, and doesn’t take 

into account the varied characteristics of the traffic passing 

through it apart from the simple priority queuing 

technique[9].To manage with the inadequacy of the inheritance 

in IEEE 802.1D/W standard, the IEEE 802.1S [10] working 

group investigated the overlay mechanism of multiple trees 

instead of a singles panning tree. This additional approach 

enhances the facility for IEEE802.1Q encapsulation standard 

and tagging method [11] VLAN (Virtual LAN) bridges to use 

multiples panning trees, providing for traffic belonging to 

different VLANs to flow over hypothetically different paths 

within the virtual bridged LAN and give more security. A 

VLAN is a group of end stations with a common set of 

requirements and it segments a broad cast domain which is the 

extent that a broadcast frame propagates through a layer – 

2networks, independent of physical location. There also exist 

industry efforts like the Cisco VLAN Trunk Protocol [11] to 

manage VLANs; however such efforts are limited in 

functionality.This paper diverges from the view of other study, 

here it discusses and experiments the VLAN and STP 

performance in a real time network topology. This 

paperrecommends the best possible PVST and the basic 

security always required to be installed in the Layer – 2 

VLAN. 

 

II. METHODOLOGY 

This section discusses the environment and procedures in 

which the experiment was carried out. 

 

A. Experimental setup 

The core topology designed and configured for the experiment 

using the real time high end cisco devices, such as the Switch 

C3750 with IOS SoftwareC3750-IPBASE-M, Version 

12.2(25), ROM Bootstrap 3750 Boot Loader C3750-HBOOT-

M, Processor WS-C3750G-24PS (PowerPC405), Processor 

board ID FOC1041Y13Z with 118784K/12280K bytes of 

memory; the Switch  C2960 with IOS Software C2960-
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LANBASE-M, Version 12.2(25),ROM Bootstrap C2960 boot 

loader C2960-HBOOT-M, ProcessorWS-C2960G-24TC-

LPowerPC405,processor board's IDs FOC1130W5KV and 

FOC1108U1V3 with 61440K/4088K bytes of memories; the 

Router 2800 with IOS Software C2800NM-IPBASE-M, 

Version 12.4(3h), ROM Bootstrap Version 12.4, Processor 

board ID FCZ114473FH with 251904K/10240K bytes of 

memory, NVRAM 239K bytes of non-volatile configuration 

memory, 62720K bytes of ATA Compact Flash (Read/Write), 

DRAM configuration is 64 bits wide with parity enabled. 

These devices are interconnected using UTP CAT-6 CABLES. 

The PuTTY is used for consoling the router and switches via 

management interfaces. PuTTY is a free and open source 

terminal emulator application which can act as a client for the 

SSH, Telnet, rlogin, and raw TCP   computing protocols and as 

a serial console client for the cisco router and switches [12]. 

Figure-2 shows below the configuration of STP and VLAN.  

 

 
 

B. The Logical Topology 

 

The logical topology is mull over for the configuration of 

secured VLAN and the purpose of analyzing the STP 

performance. The VLANs are named VLAN10, VLAN20 and 

VLAN30 with VLAN ID 10, 20, 30 respectively. The access 

ports are configured between the pcs and the switches. An 

access port typically transports traffic for a single VLAN; the 

VLAN associated with a port may be either statically 

configured or dynamically assigned when the host connects, 

based on the host’s MAC address. In either case, the access 

port can tag incoming frames with the 12-bit VLAN identifier 

and removes the tag from outgoing frames, obviating the need 

for the hosts to support VLANs.The switches and the router the 

trunk ports are configured for the Inter VLAN communication. 

In contrast, a trunk port may carry traffic for multiple VLANs; 

for example, switch S1’s port connecting to S2,S3 must 

forward traffic for both VLAN10, VLAN20 and VLAN30 and 

participate in each VLAN’s spanning tree protocol. The 

administrators either manually configure each trunk port with a 

list of VLAN identifiers, or run a protocol like VTP (VLAN 

Trunking Protocol) [13] to manually determine which VLANs 

a trunk link should handle. Configuring a VLAN also requires 

configuring the gateway router to announce the associated IP 

prefixes into the routing protocol; each host interface must be 

assigned an IP address from the prefix associated with its 

VLAN.The Cross over cables used between the switches to 

create loops for the STP to control its performance over the 

physically created loop. The virtual interfaces or the sub 

interfaces are created as part of VLAN tagging mechanism 

usage and gateway to the end user systems.  

 

C. Implemented STP Types 

 

The Spanning Tree Protocols used for the analysis purposes are 

listed below in detail and the configuration method in each 

analysis also stated in order to understand the performance in 

such network. Initially the switch S1, S2 and S3 are configured 

with PVST, MST and RPVST at time each mode. The 

observation is done on each time the STP mode is configured. 

The mixed STP mode strategy used for all the switches S1, S2 

and S3 in which switch S1 is used PVST, S2 is used RPVST, 

S3 is used MST vice versa. The performance of all the modes 

are observed and details of each transaction using FTP is 

studied. Based on the performance of each STP mode the best 

STP mode is suggested to use for a particular network. 

 

Per-VLAN Spanning Tree Protocol (PVST), it maintains a 

spanning-tree instance for each VLAN configured in the 

network. It uses ISL trunking protocol that allows a VLAN 

trunk to be forwarding for some VLANs while blocking for 

other VLANs. Because PVST treats each VLAN as a separate 

network, it can load balance traffic at Layer 2 by forwarding 

some VLANs on one trunk and other VLANs on another trunk 

without causing a loop. For PVST, Cisco developed a number 

of proprietary extensions to the original IEEE 802.1D STP, 

such as Backbone Fast, Uplink Fast, and Port Fast.Multiple 

STP (MSTP), it enables multiple VLANs to be mapped to the 

same spanning-tree instance, reducing the number of instances 

needed to support a large number of VLANs. MSTP was 

inspired by the Cisco-proprietary Multiple Instances STP 

(MISTP) and is an advancement of STP and RSTP. It was 

introduced in IEEE 802.1s as amendment to 802.1Q, 1998 

edition. Standard IEEE 802.1Q-2003 now includes MSTP. 

MSTP provides for multiple forwarding paths for data traffic 

and enables load balancing. [14]Rapid Per-VLAN Spanning 

Tree (R-PVST):  It is Cisco's proprietary protocol that 

combines the functionalities of RSTP and PVST. It is based on 

a per VLAN instance that creates a tree for each VLAN [15]. 

 

D. Spanning-Tree Interoperability and Backward 

Compatibility 

 

The interoperability and the backward compatibility are 

considered for the experiment to pronounce performance in a 

better approach. The table-1 lists the interoperability and 

compatibility among the supported spanning-tree modes in our 
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network. The table reveals that the cisco has balanced to 

provide all the three STP modes together with minor 

restrictions which are not as considered as major impact in this 

study.  

Table 1 

Parameters PVST MSTP RST 

PVST Yes Yes Yes 

MSTP Yes Yes Yes 

RST Yes Yes Yes 

 

The few restrictions are further discussed here as a basic 

requirement for the switch based network. In a mixed MSTP 

and PVST network, the common spanning-tree (CST) root 

must be inside the MSTP backbone, and a PVST switch cannot 

connect to multiple MST regions.When a network contains 

switches running Rapid PVST and switches running PVST, we 

recommend that the Rapid-PVST switches and PVST switches 

be configured for different spanning-tree instances. In the 

Rapid-PVST spanning-tree instances, the root switch must be a 

Rapid-PVST switch. In the PVST instances, the root switch 

must be a PVST switch. The PVST switches should be at the 

edge of the network[16]. 

 

E. VLAN Trunking Protocols  

In this study, VTP is used as part of managing all VLANs 

configured in the switch S1, S2  and S3. When you configure a 

new VLAN on one VTP server, the VLAN is distributed 

through all switches in the domain. This reduces the need to 

configure the same VLAN everywhere. It made an 

administration in a switched network easy. The VTP Domain 

ZU and VTP password ZU configured as security measures. 

The VTP modes server and client are configured in the switch 

S1 and S2, S3 respectively and the VTP domain. [17][18] 

 

F. End User 

The core topology is conduit with IBM Lenovo pcs for 

windows based FTP server, client installed with Core FTP 

software for huge file transactions and a personal computer 

with wires hark software installed for monitoring and 

observing the packet while the packets are transferred between 

the FTP server and client. The amount of file transfer in the 

network nearly 4 GB size and the packets observed were 

pragmatically taken for analysis purpose. 

 

G. The Transfer Tools 

The software Core FTP is used as client for transferring the 

huge file as it is free, secure FTP client gives you a fast, easy, 

reliable way to maintain FTP transaction between server and 

client. It also affords a secure method (via SSL, TLS, or SFTP) 

to upload / download files to and from FTP server [19]. 

 

H. The Observation Tool 

Spanning tree protocols performance observed using Wires 

hark, which is a unrestricted and open-source packet analyzer 

is used for network troubleshooting, analysis, software and 

communications protocol development, and education. It 

allows the user to put the network interfaces in order to see all 

traffic visible on that interface. However, when capturing with 

a packet analyzer in different STP modes on a port on a 

network switch performance via the type of STP, not all of the 

traffic traveling through the switch will necessarily be sent to 

the port on which the capture is being done. This help the 

switched network performance vivaciously observed using 

STP protocols [20] 

 

I. Security Testing Scenarios 

The cisco switches and routers built into Intelligent Gigabit 

Ethernet Switch Module which comprised Bridge protocol data 

unit (BPDU) guard for shutting down a Port Fast configured 

port when an unenforceable configuration has been 

experienced during the transaction. The protected port enables 

the forwarding of traffic to restrict to the designated ports on 

the same switch. The Password-protected access such as read-

only, write-only access to management console interfaces. The 

Port security option for limiting and identifying MAC 

addresses of the station allowed accessing the port. Port 

security aging to set the aging time for secure addresses on a 

Multi-level port security for a choice of security level, 

notification, and resulting actions MAC-based, port-level 

security for restricting the use of a switch port to a specific 

group of source addresses and preventing switch access from 

unauthorized stations IEEE 802.1X port-based authentication 

to prevent unauthorized devices from gaining, access to the 

network, IEEE 802.1X port-based authentication with VLAN 

assignment for restricting802.1X-authenticated users to a 

specified VLAN, IEEE 802.1X port-based authentication with 

port security for authenticating the port and managing network 

access for all MAC addresses, including that of the client IEEE 

802.1X port-based authentication with voice VLAN to permit 

an IP phone access to the voice VLAN irrespective of the 

authorized or unauthorized state of the port[12][21][22]Test 

suites were constructed using basic commands for basic 

security measures. Three Cisco Catalyst switches namely S1, 

S2, S3 used in the VLAN configurations supported security 

several test configurations, including running difference STPs 

of VLAN, VLANs with and without trunk ports enabled. Tests 

were conducted with acquaintance of existing weaknesses, and 

were focused on identifyinglayer-2 potential vulnerabilities 

outside of well-understood issues, such as VLAN hopping 

through enabled trunk ports. The following are the basic 

security features learned in this study Port Security, 802.1q and 

ISL Tagging, Spanning Tree Port fast, Native VLAN 

elimination, BPDU Guard, VLAN 1,VTP. 

 

III. RESULT INTERPRETATION 

 

A. Spanning Tree Performance 

This section discusses observed and verified experimental 

results on Layer – 2  VLAN. To begin with the spanning tree 
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performance as observed through wires hark packet analyzer 

on trendy topology using 100 mb archive files between the 

FTP server and client on each STP modes. The statistics of 

data experimented on PVST, RPVST, MST and mixed modes 

of STP. The table-2 below recorded the observed packets 

analyzed based on number of transaction(req, res), time, no of 

packets, no of loops, no of FTP loops, size and percentage of 

data used during the file transfer.  

 

 
 

The observed results are considered for the performance 

analysis on which the following charts are depicted. The 

Figure–3 shows the number of transactions in each STP mode 

with regard to time duration between the first requests and to 

the last response as the FTP completes 100 mb transactions. 

The result inclined as PVSTis marking with less number of 

packet transactions and less time taken to complete the FTP 

data transfer. The no of packets taken to process in each STP 

modes were more than 100 thousand packets as whires hark 

tool observed. The variation is depicted on the figure - 4. Still 

in all aspects the STP modes covered by PVST  are the best to 

suggest small as well large scale hybrid network. The scale 

measures the network based on the size and device integration 

upon its sensitivity. 

 
Table -2 :STP Protocols Performance Observation 

MIX

ED 

MST RPVS

T 

PVST Parameters 

7 12 16 4 No of Transaction(Req, 

Res)) 

24.24

095 

16.00

644 

15.18

397 

9.102

503 

Time 

10993

0 

10984

7 

10987

6 

10984

8 

No of Packets(First, 

Last) 

7 6 6 5 No of Loops(Over All 

Transaction) 

1 1 1 1 FTP Loops (FTP 

Transaction) 

70007 70007 70008 70007 Data Transfer Max Size 

in Bytes 

3158 3178 3172 3180 Data Transfer Min Size 

in Bytes 

95.66

673 

95.66

025 

95.65

366 

95.65

235 

% Data Transfer Max 

Size in Bytes 

4.315

505 

4.334

281 

4.342

242 

4.344

915 

% Data Transfer Min 

Size in Bytes 

 

 
Figure - 5 

 
 

 
The Figure - 5 reflects how many loops occur during the 

packets transfer from transaction to others. As observed that 

less number of loops occurs in PVST as compare with RPVST, 

MST and MIXED mode. The advantages over each others are 

as described in earlier section the implemented STP types. The 

number of loops show the mode that the efficient transactions 

on 100mb archive file between VLANs are using FTP server 

and FTP clients which are assumed functionally different 

areas. This analysis again goes with PVST as minimum loop 

generated STP mode. RPVST has the advantage that it detects 

its STP loop at the hasty age of transactions particularly one 

loop at 78428 during the course of 109876 packets 

transactions. Whereas other STP modes conceded at later 

stages of transaction such as RPVST concedes one loop at 

11116 during the course of 109876 and MST concedes a loop 

at 93857 during the course of 109847 packets of transactions. 
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In all aspects, the PVST's performance is interpreted as the best amongst the STP modes. 

 

Table – 3: Data transfer on each STP modes 

Size of 

the Data 

PVST RPVST MST Mixed 

1296 1 3 2 12 

975 1 1 1 1 

648 3180 3172 3178 3158 

1460 70007 70008 70007 70007 

Total pkts 73189 73184 73188 73178 

The table – 3 shows the data sizes used for transaction at each 

STP modes. Figure – 6&7 shows the comparison results of 

data transfer among the STP modes when 100mb data 

transactions made between VLANs across FTP server and 

client. The FTP-DATA size usually ongoing transaction sets 

1460 bytes. Due to the fluctuation on the network and TCP 

hand shake approach the STP performance shows variations in 

transferring bytes. In this analysis, during the FTP data transfer 

the transport layer used TCP for sending data in different sizes 

such as 1460, 1296, 975 and 648. The PVST mode used more 

of actual 1460 bytes of data than the other STP modes. 

B. Layer – 2 VLAN Security Mechanism applied and verified 

Certain VLAN configurations result in conditions where it is 

practicable for frames to be relayed from one VLAN to another 

by a malicious party influencing frame tags or address tables at 

the switch level. And also there are other threats such as flood 

attack [23], VLAN hopping occur under any circumstances due 

to unwanted VTP advertisement. This study suggests some 

basic and effective Layer – 2 VLAN securities mechanism 

which allows the network runs away from vulnerabilities [24].  

 

Table – 4 : Security Configuration at Layer – 2 VLAN 

Experimental 

Method  

Objective to accomplish Important Commands Used for the 

experiment 

Verification 

Port Security Secure against a MAC flood attack S1(config)#interface fa1/0/1 

S1(config-if)#switchport mode access 

S1(config-if)#switchport port-security 

vlan 10 

S1(config-if)#switchport port-security 

maximum 1 

S1(config-if)#switchport port-security 

mac-address sticky 

S1(config-if)#switchport security  

violation shutdown 

show port-security 

interface fa0/19 

802.1q Tagging  Ingress filtering  S1(config-if)#switchport mode dot1q-

tunnel 

S1(config)#vlan dot1q tag native 

S1#show  vlan dot1q 

tag native  

BPDU Guard Provides a secure response to invalid 

configurations 

S1(config)#spanning-tree 

portfastbpduguard 

S1#show spantree 

summary 

VTP password Network Attack Mitigation by Avoiding 

unwanted VTP  advertisement 

S1(config)#VTP domain ZU 

S1(config)#VTP password ZU 

S1#show vtp status 

 

The table – 4 shows the accomplished type of security 

mechanisms such as port security, 802.1q tagging, BPDU 

Guard and VTP password are verified the usage on Layer – 2 

VLANs.The following section discusses one of the Layer – 2 

VLAN security mechanism port security adopted in this study 

as depicted as screenshots. 

 

 
The figure – 8 shows the configuration of port security in 

Layer – 2 VLAN. The figure – 9 shows the initial state of port 

status of the VLAN configured switch port fastethernet 

0/19.The figure – 10 shows the  

 
Intermediate state that the switch is flapping due the MAC 

address changes on the specific port which was configured the 

port security mechanism. The figure – 11 shows the port 

security is verified by seeing the port fa0/19 shutdown due to 

the MAC changes happened  
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The figure – 12 shows the state of security Violation on layer – 

2 VLAN when the switches learned unknown MAC address 

via specific ports. It justifies the important of Layer – 2 VLAN 

require a certain security mechanism implemented for flawless 

communication. 

 
 

IV.CONCLUSION 

 

This study finds that PVST is the best in STP in terms of 

performance based on the study conducted on STP modes, in 

terms of Performance as per the evaluation of different 

parameters No of packet transaction, Time duration, No of 

loops, FTP loops, Data transfer size in bytes, percentage of 

data transfer size in bytes, PVST was found to be the best. In 

security aspects, this study suggests best practices of network 

security through the following techniques such as MAC Flood 

Attack, 802.1q Tagging, BPDU Guard, and VTP Password at 

Layer – 2 VLAN The results are verified and justified at Layer 

-2 VLAN. This research work motivates further to evaluate the 

performance of hybrid network using other perspective in 

terms of QoS using different multimedia files and device 

utilizations. Additionally the implementation of VLAN 

performance and security evaluation can be done at Layer–3 

switches. For the enhancement of Security, this research can be 

extended to study and suggest with VACL, Private VLAN, and 

DHCP Snooping at Layer -2 VLAN. The preventions of MAC 

Flooding Attack, ARP Attacks, Multicast Brute Force Attack 

and Random Frame Stress Attack, DoS attack suggest the 

aptness to be exercised at Layer - 3 VLAN. 
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